CCratCh EncCryption

* XUFHJ YMJ KNSFQ KWTSYNJIW.
YMIXJ FWJ YMJ ATDFLJIX TK YMJ
XYFWXMNU JSYJWOWNXJI. NYX
HTSYNSZNSL RNXXNTS YT
JCUQTWI XYWFSLJ S§IB BTWQIX, YT
XJJIP T2Y SIB QNKJI FS1 §IB
HNANONEFYNTSEX, YT GTQIQD LT
BMJIWJ ST TSJ MFX LTSI GIKTWJ.




CCratCh EncCryption

« Ts there any single letter words inh the CipherText.
« In English the only single letters are “1” ahd “3”.

(Unfortunately there is ho sinhgle |etter words ih the
CipherText.



CCratCh EncCryption

. Gtep 2

« Counht how mahy times each letter appears in the CipherText

A lBICIDIEIFIGIHI I K [ LM
2 5 1 2 1 2 3 3 5 5

NJOJPlQIRISIT U VIW XYV ]Z
0 1 1 4 0 2



CCratCh EncCryption

. Gtep 2

« Counht how mahy times each letter appears in the CipherText

A lBICIDIEIFIGIH I J K|LIM
2 5 1 2 1 9 2 3 3 27 5 5 7

NJOJPlQIRISIT U VIW XYV ]Z
14 O 1 7 1 16 18 4 O 11 14 15 2

- The top three letters in the CipherText are “J”, “T” anhd “C”.



CCratCh EncCryption

« The most popular letters in the English lahguage are:

¢ EaTaA, Oa Ia Na Sa H,_R: Da La Ca U? MaWaFa G, Y&PaB&V& Ka
JaXa Q,,Z

(Jhfortunately this onhly Works £Or g large piece of text |ike g
book, however for this Small pieCe Of text we Cah use the
popular letters in English as a good guide.

“J”, “T” and “S” in the CipherText may hot necessarily map to
“E”, “T” and “4” in PlainText.



CCratCh EncCryption

. Step ¢

« ToO find out what type of letter “J”, “T” ahd “S” are we count
how many times each letter appears before and after the
letters below in the CipherText.

_|A|BICIDIEIFIGIHII[JIK[LIMINIOIPIQIRISITIUIVIWIX]Y Z
J

T
S



CCratCh EncCryption

« Almost every English word Contains at |east one vowel. It is
likely that vowels will be hext to all the letters.

« (Consonants are limited in the number Of |etters they appear
nhext to.

_[A/BICIDIEIFIGIHII[JIK[LIMINIOIPIQIRISITIUIVIWIX]Y Z

J 0310001102 225101008600O07510280
T 11010011002 202002070004031
S 0000030016 02030000O07O0001131

“J” IS @ vowel. Tt appears hexXt to 1¢ Of the 26 letters

“T” is a vowel. Tt appears hext to 13 Of the 26 letters
“G” is a consonant. It appears hext to 9 Of the 26 letters



CCratCh EncCryption

“J” in CipherText most likely maps to “e” in PlainhText beCause
itS @ Vowel ahd appears most often in the CipherText.

TO prove “J” maps to “e” we use ohe of the most cCommon
three |etter words ih the English language the word “the”.

1h English language the letter “H” is often found before “e”
but rarelyafter.



CCratCh EncCryption

« This is g table of how many time each letter Of the
CipherText alphabet appears before and after the letter “J".

After ) 01J|3|1 (o0 }J|0 |0 |0 |00 |1 (2 O O |O (O |1 |O |O

Before J 0)0 |0 (OO0 ]JO0O |12 )0 ]|O (1T 2 |5 ]1 |0 |0 O |O |5

« Ih the CipherText the |etter “M” appears five times before
the letter “J”. The letter “M” never appears after “J”




CCratCh EncCryption

« [ets start replacing the CipherText |etters with the

PlainText |etters.

« TReplace “J” with “e” and “M” with “h”.



CCratCh EncCryption

Y(h|e KIN[S|F|Q KIW[T|S|Y[N|e|W
F{W|e Y|(h|e A|T|D|F|L|e|X T|K
h|N|U e|S|(Y|e|W[U|W|N|X]|e N[Y|X
S|Z|N|S|L RIN[X|[X|N[T|S YT e|C|U
L|e S|le|B B|T|w(Q|Il [X]|, YT X|e
e|B Q|N|K]|e F|S]|I S|(e|B

N|IE[F|Y|N|T|S|[X], YT G|T|Q|l|Q|D
S| T T|(S|e h|F|[X LIT|S|e Gle|K




